Class IIGB Captive Software Requirements

Based on the Bermuda Monetary Authority (BMA) framework, you are referring to the Class IGB (Innovative General Business) designation (often styled as Class IIGB in internal compliance matrices to distinguish it from Long-Term Innovative, or ILT).
This class was introduced under the Insurance Amendment Act 2018 specifically for insurers experimenting with new technologies (InsurTech), business models, or products – most notably those utilizing Blockchain, Digital Assets, or Smart Contracts.
Because a Class IGB Captive operates in a high-risk, high-tech environment (often within the BMA Regulatory Sandbox or Innovation Hub), its software requirements differ vastly from a traditional insurer.
Here are the specific software features needed for a Class IGB Captive, supported by regulatory sources.
1. Digital Asset Custody & Wallet Integration
Unlike traditional captives that hold fiat currency (USD/EUR) in bank accounts, a Class IGB captive often holds premiums and reserves in digital assets (Bitcoin, Stablecoins, etc.).
· Multi-Signature Wallet Management: The software must integrate with institutional-grade custody solutions (like Fireblocks or Gemini) requiring multiple approvals (multi-sig) to move funds.
· Proof of Reserves (PoR): Real-time cryptographic verification that the captive actually holds the digital assets it claims to have on its balance sheet.
· Fiat-to-Crypto Bridge: Accounting modules that automatically calculate realized/unrealized gains based on real-time exchange rates at the moment of transaction (FIFO/LIFO tax lot tracking).
2. Smart Contract & Parametric Trigger Execution
Class IGB insurers typically utilize "smart contracts" to automate the underwriting and claims process to reduce administrative costs.
· Oracle Integration: The software must be able to ingest data from "Oracles" (trusted external data feeds, e.g., Chainlink). For example, if a flight is cancelled or a server goes down, the Oracle feeds this data to the software.
· Automated Claims Payouts: If the Oracle data satisfies the policy conditions, the software triggers the smart contract to execute the payout automatically without human intervention.
· Code Audit Logs: A feature that logs every execution of a smart contract for regulatory review to prove the code performed exactly as the policy wording dictated.
3. Enhanced AML/ATF & KYC (Identity Verification)
Because Class IGB entities often deal with crypto-assets, they are subject to intense scrutiny regarding Anti-Money Laundering (AML) and Anti-Terrorist Financing (ATF).
· Chain Analysis Integration: The software must integrate with tools (like Chainalysis or Elliptic) to screen the "wallet addresses" of whoever is paying the premium. It must detect if the funds are coming from "tainted" sources (e.g., dark web markets or sanctioned entities).
· Digital Identity Verification: Automated KYC (Know Your Customer) onboarding that uses biometrics and document scanning to verify the identity of policyholders instantly.
4. Cyber Risk Management & Operational Resilience
The BMA places a higher operational risk capital charge on Innovative insurers because of the risk of hacking.
· Cyber Incident Reporting Module: A dedicated module to log cyber events. Under the Insurance (Operational Cyber Risk Management) Code of Conduct, incidents must be reported to the BMA within specific timeframes (often 24-72 hours).
· Penetration Testing Logs: The software should maintain records of regular "Pen Tests" and vulnerability scans required to maintain the license.
5. Regulatory "Sandbox" Reporting (High Frequency)
Class IGB insurers are often in the BMA "Sandbox." Unlike traditional captives that report annually, Sandbox entities often must report monthly or even weekly on specific KPIs.
· Real-Time Dashboarding: The software cannot rely on end-of-year batch processing. It needs a real-time dashboard accessible by the regulator (if required) showing current exposure, liquidity, and token holdings.
· Capital Floor Monitoring: Automatic alerts if the Net Asset Value (NAV) of the crypto-assets drops near the regulatory capital floor ($120,000 minimum or higher depending on risk profile) due to market volatility.
Sources
1. The Legislative Definitions
· Source: The Insurance Amendment Act 2018 (Bermuda).
· Relevance: This Act formally established the "Class IGB" and "Class ILT" categories. It defines the requirement for these entities to maintain a head office and directs that they are subject to specific rules regarding "business of an innovative nature."
2. Cyber & Operational Risk
· Source: BMA Insurance (Operational Cyber Risk Management) Code of Conduct 2020.
· Relevance: Applies strictly to all insurers but is heavily enforced on IGB classes. It mandates the implementation of systems that ensure "data integrity, confidentiality, and availability," necessitating the specific cyber-reporting software features mentioned above.
3. Digital Asset Compliance
· Source: BMA Sector-Specific Guidance Notes for Innovative Insurers (2019).
· Relevance: This guidance explicitly discusses the need for "Wallet Management," "Private Key Management," and compliance with AML/ATF regulations specific to virtual assets. It validates the need for Chain Analysis software integration.
4. AML/ATF Requirements
· Source: The Proceeds of Crime (Anti-Money Laundering and Anti-Terrorist Financing) Amendment Regulations 2019.
· Relevance: These regulations were updated to specifically include "virtual asset service providers" and innovative insurers. This is the legal basis for the requirement of automated wallet screening and enhanced KYC software.

